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Legal Notices

IMPORTANT

1. All legal terms and safety and operating instructions should be read thoroughly before
the product accompanying this document is installed and operated.

2. This document should be retained for future referenc e.

3. Attachments, accessories or peripheral devices not supplied or recommended in
writing by Pointer Telocation Ltd. May be hazardous and/or may cause damage to the
product and should not, in any circumstances, be used or combined with the product.

General

The product accompanying this document is not designated for and should not be used in

life support appliances, devices, machines or other systems of any sort where any
malfunction of the product can reasonably be expected to result in inj ury or death.
Customers of Pointer Telocation Ltd. using, integrating, and/or selling the product for use

in such applications do so at their own risk and agree to fully indemnify Pointer Telocation

Ltd. for any resulting loss or damages.

Warranty Exceptio ns and Disclaimers

Pointer Telocation Ltd. Shall bear no responsibility and shall have no obligation under the
foregoing limited warranty for any damages resulting from normal wear and tear, the cost

of obtaining substitute products, or any defect that is (i) discovered by purchaser during
the warranty period but purchaser does not notify Pointer Telocation Ltd. Until after the
end of the warranty period, (ii) caused by any accident, force majeure, misuse, abuse,
handling or testing, improper installation o r unauthorized repair or modification of the
product, (iii) caused by use of any software not supplied by Pointer Telocation Ltd., or by

use of the product other than in accordance with its documentation, or (iv) the result of
electrostatic discharge, elec  trical surge, fire, flood or similar causes. Unless otherwise
provided in a written agreement between the purchaser and Pointer Telocation Ltd., the
purchaser shall be solely responsible for the proper configuration, testing and verification

of the product  prior to deployment in the field.

POI NTER TELOCATI ON LTD. 8S SOLE RESPONSIBILITY AND
UNDER THIS LIMITED WARRANTY SHALL BE TO REPAIR OR REPLACE THE PRODUCT
HARDWARE, SOFTWARE OR SOFTWARE MEDIA (OR IF REPAIR OR REPLACEMENT IS NOT
POSSIBLE, OBTAIN A REFUND OF THE PURCHASE PRICE) AS PROVIDED ABOVE. POINTER
TELOCATION LTD. EXPRESSLY DISCLAIMS ALL OTHER WARRANTIES OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING WITHOUT LIMITATION ANY IMPLIED WARRANTIES OF
NON-INFRINGEMENT, MERCHANTABILITY, SATI SFACTORY PERFORMANCE AND FITNESS
FOR A PARTICULAR PURPOSE. IN NO EVENT SHALL POINTER TELOCATION LTD. BE
LIABLE FOR ANY INDIRECT, SPECIAL, EXEMPLARY, INCIDENTAL OR CONSEQUENTIAL
DAMAGES (INCLUDING WITHOUT LIMITATION LOSS OR INTERRUPTION OF USE, DATA,
REVENUES OR PROFITS) RESULTING FROM A BREACH OF THIS WARRANTY OR BASED ON
ANY OTHER LEGAL THEORY, EVEN IF POINTER TELOCATION LTD. HAS BEEN ADVISED OF
THE POSSIBILITY OR LIKELIHOOD OF SUCH DAMAGES.

CelloTrack Nano Evaluation Suite Manual Page 2 of 64
Copyright © 20 16 by Pointer Telocation, Ltd.



[ —
-l‘

Cellocator Evaluation ~ Suite Manual NP4
Cellocator Division
POINTER Pointer Telocation Ltd.
Intellectual Property
Copyright in and to this document is owned solely by Pointer Telocation Ltd. Nothing in
this document shall be construed as granting you any license to any intellectual property
rights subsisting in  or related to the subject matter of this document including, without
limitation, patents, patent app lications, trademarks, copyrights or other intellectual

property rights, all of which remain the sole property of Pointer Telocation Ltd. Subject to
applicable copyright law, no part of this document may be reproduced, stored in or
introduced into a retrie  val system, or transmitted in any form or by any means
(electronic, mechanical, photocopying, recording or otherwise), or for any purpose,
without the express written permission of Pointer Telocation Ltd.

© Copyright 2016. All rights reserved.
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Introduction

1.1 About this Document
The Cello Track Nano Evaluation Suite Manual is a comprehensive guide that provides
information required to run an initial appraisal and testing process of Cello Track Nano and
MultiSense units , without requiring a full and real installation . Other relevant information,
such as release notes and protocols, can be found on the Cellocator website
The CelloTrack Nano Evaluation Suite contains a complete  set of components that simplify
bench testing of the system and serve as a demonstration platform for people wishing to
understand the operational aspects of the system. The Suite is also intended to facilitate
the development of interfaces to the CelloTra ck Nano system by integrators or service
providers.
For additional information about settingup the CelloTrack Nano Evaluation environment |,
please referto the Cellocator Programming Manual and the Cellocator Wireless Protocol
document s which can be downloaded from Cellocator website.
This document includes step by step instructions for setting up evaluation environment as
follows:
+ Preparation of the Evaluation Kit (Section 2)
¢ Setting up the  Evaluation Environment (Section 3.2)
¢ Getting Started with the Cellocator Evaluation Suite (Section 3.3)
+ Communication Center and GPRS Manager Setup  (Section 3.4)
¢ Programming the Communication Parameters of the Unit (Section 3.5)
¢ Testing the Evaluation Set Up (Section 3.6)
+ Setting up the SMS Manager (Section 3.7) if required.
This document also include s an overview of the various applications required for
Cellocator unit evaluation , including :
+ Cellocator Evaluation Suite (Section 4)
+ Communication Center (Section 5)
+ GSM GPRS Cellocator Unit Simulator (6)
+ The Communication Logger (Section 7)
+ PL Configuration Files Comparison Tool (Section 8)
+ Serial CSF STK Flasher (Section  9)
The Cellocator Programmer, which is also one of the Evaluation Suite applications, is
explained in a separate document, the Cellocator Programmer Manual
1.2 Abbreviations and Terminology
Abbreviation Description
CcC Communication Center
ACK Acknowledge
CccC Command and Control Center
CelloTrack Nano Evaluation Suite Manual Page 6 of 64
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Abbreviation Description

CSF Content Sealed Format

DB Database

OTA Over the Air

PDU Protocol Description Unit ~ (Common name for data SMS)

SMS Short Message Service (GSM)

EDR Emergency Data Recording

PL Programming library

1.3 References

All the reference documents listed in the following table can be downloaded from the

support section of the Cellocator

website ( www. Cellocator .com ).

# | Reference Description

1 | CelloTrack Nano The document provides high  -level information
Product Overview required by service providers considering the

integration and operation of CelloTrack Nano .

2 | CelloTrac k Nano - This document provides all necessary information

Installation Guide for a technician involved in the installation of a
CelloTrack Nano . It describes how to install and
verify the proper functioning of the installation
elements.

3 | Programming Manual This document describes the features supported by
for Cellocator Cello the Cellocator unit and provide s details about its

configuration parameters.

4 | Cellocator Wireless Thisdocumentexplai ns t he unitds wi
Communication communication structure. It describes every byte of
Protocol the incoming/outgoing packets, which can be sent

or received by the unit over -the -air. The document
also describes the CSA protocol and the CSA File
Structure.

5 | Cellocator Serial This document expl ains the
Communication communication structure. It describes every byte of
Protocol the incoming/outgoing packets, which can be sent

or received by the unit via the serial interface.
CelloTrack Nano Evaluation Suite Manual Page 7 of 64
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1.4 Revision History
Version Date Description
0.1 November 23,201 5 | Initial version
1.0 July 20, 2016 Formal version
1.1 November 15, 2016 Updated part number of all variants
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Preparation of the Evaluation Kit

Evaluation Kit 1 Hardware Components

This section describes the  CelloTrack Nano Evaluation Kit hardware components required
for setting up the evaluation environment . Specific descriptions of the various Evaluation
Kits for each CelloTrack unit type can be found in the following location:

http://www.cellocator.com/products/evaluation - kits/

The Evaluatio n Kit is packaged in a dedicated suitcase . The CelloTrack Nano unit and the
MultiSense units  are packed in the upper layer of the suitcase. The power adapter,
accessories and harnesses are packed in the lower layer of the suitcase. The arrangement

of the devices and harnesses is shown in the following pictures.

%raok Nano

—_—

Figure 1: Evaluation Kit Suitcase
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Figure 2: Suitcase Upper Layer

Figure 3: Harnesses and accessories in the kit
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CelloTrack Nano are listedin Table 1.

Table 1: Common Components

required for any

-l |
4

Cellocator Division
Pointer Telocation Ltd

for any

CelloTrack Nano Evaluation Environment

Name/Part Number

Description

Picture

Cello Track
Nano 20 Hub

PN: GC9770001 -000
(Nano 20 1 2G),

or GC977000 2-000
(Nano 10 71 2G),

or GC9771003 -000
(Nano 10 71 3G),

or GC9771004 -000
(Nano 20 i 3G)

The CelloTrack Nano 20 is
used as a hub in a WSN.

MultiSense device
PN: 715-50100

The MultiSense device.

MultiSense -TH
device

PN: 715-50200

The MultiSense -TH device
with Humidity sensor

CelloTrack Nano
Charger EU

PN: 711 -20083

White charger with micro
USB connector for European
market .

CelloTrack Nano
Charger US

PN: 711 -20082

White charger with micro
USB connector for US
market .

CelloTrack Nano Evaluation Suite Manual
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Name/Part Number

Description

Picture

CelloTrack Nano
USB data cable

Micro -USB- USB data cable

CelloTrack Nano
Cradle Kit
PN: 805 -60903

Includes cradle, 1 double -
sided adhesive sticker , 3
SCrews .

CelloTrack Nano
Magnetic Cradle kit

PN: 815-60903

Incl udes cradle, 2 coin
magnets, 2 screws, 2 screw
nuts .

CelloTrack Nano
Belt Clip

PN: 705-60904

Belt clip for Nano cradle .

CelloTrack Nano
Accessories

PN: 712 -00007

Inc ludes 2 double -sided
adhesive sticker s, 3 scre ws,
1 cable micro USB-USB.

CelloTrack
MultiSense
Accessories

PN: 712 -00008

Incl udes 2 double -sided
adhesive sticker s, 2 screws .

CelloTrack Nano Evaluation Suite Manual
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Name/Part Number

Description

Picture

CelloTrack Nano
rechargeable
battery

PN: 711-200 81

Li-lon 1000 mAh, 3.7 volt.

CelloTrack
MultiSense battery

PN: 711-20079

3V 620mAh Lithium coin
battery CR2450

CelloTrack
MultiSense 1
Magnet device

PN: 712 -00010

Install ed in locations to work
opposite the MultiSense
(such as on a door).

CelloTrack Nano 20
Evaluation Kit

PN: K091 -001 (EU)
K091 -002 ( US)

Includes the CelloTrack Nano
20, MultiSense and
MultiSense -TH, Cradle kit,
Magnetic kit, accessories,
belt clip, modem recorder
cable, recording adaptor,
USB charger (EU or US)

CelloTrack Nano Evaluation Suite Manual
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2.2 Evaluation Software Components

The Cellocator Evaluation kit includes the following software elements which are available
on the Cellocator website. Please refer to Section 2.4 for downloading instructions.

+ The Evaluation Suite is an installation file which include the following software
applications:
1 Cellocator Programmer: Provides wire communication with the unit, and is used

to configure the unit, i.e. destination IP address, target port phone, and SMS
numbers. Referto Section 3.5.1 for further information.

1 Communication Center: Used for real -time communications and SMS
communications with the Cellocator unit. It can also be used to decode OTA
Cellocator messages for debug purposes. The communication center contains the
GPRS Man ager , responsible for TCP/IP and UDP/IP communication with
Cellocator units  for Fleet Management application, and the SMS Manager
responsible for SMS communications with the Cellocator unit. The SMS Manager is
required only if SM S communicationsis  implemented . Referto Section 5 for further
information.

1 Communication Logger: A debugging tool used to record the internal
communication of the unit. The tool rec ords two channels on two serial ports in

parallel. One port is connected to the microcontroller output and the other to the

GSM modem output. This allows listening to communications between the

microcontroller and the GSM modem. The tool is also used to ca  pture serial
interface activity while the Pi -shaped cable (PN 711 -00009) is connected.  Referto
Section 7 for further information.

1 GSM/ GPRS UnitSi mulator:  The software simulates the OTA activities of the
Cellocator unit. The Simulator can also be integrated with a GPS Simulator module.
Refer to Section 6 for further information.

1 PL Comparison Tool: PL information can be compared using this utility and this

simplifies the customerd6s PL generation for diff
configurati ons. Referto Section 8 for further information.
1 Serial CSF STK Flasher: Enables the upgrading of the firmware of a Cellocator

unit via a CSF file or STK file (a s tack file that contains two or more CSF files).
Refer to Section 9 for further information.
1 Serial USB driver: for the USB Communication Adapter.

2.3 Additional Components Preparation (prerequisite)
The following steps should be performed as part of the initial setup procedures:
1. Provide a computer running Windows XP and up .
1 Microsoft. NET v4.0  should be installed.
1 The computer should be connected to the Internet.
1 In order for GSM/GPRS to work properly, a location ¢ lose to a window is
preferable .

2. Provide a SIM card th at is open for GPRS and SMS use
1 GPRS must be available (surf the Internet to confirm this).
1 For a simple evaluation environment set up, the SIM card should be PIN-free. Use
a cell phone to remove PIN protection from the SIM card or order the SIM card
without a PIN.  You may program the unit for PIN protection and PIN locking using
the Programmer after the initial set up.

CelloTrack Nano Evaluation Suite Manual Page 14 of 64
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9 Obtain the access poin t name (APN) for GPRS traffic, from the cellular provider.
The APN usually contains the words "internet" and/or "gprs". Some providers also
provide access points for WAP. WAP  -only APNs may not support TCP/UDP
protocols, and therefore cannot be used with Cellocator applications .

2.4 Preparing  Evaluation  Software Tools

The Evaluation Software Tools files are located on the evaluation and integration page on
the Cellocator website . To download the files, login at Knowledge Base Login then select
the evaluation -and -integration page and download the following files and documents:

1. Cellocator Evaluation Suite Evaluation Suite
2. Required protocols from protocol section in the evaluation and integration page .
CelloTrack Nano Evaluation Suite Manual Page 15 of 64
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Setting up the Evaluation Environment

Typical Evaluation Setup Scenario

The following summary provides the sequence that should be followed in order to carry
out a setup of the Cellocator Evaluation Suite

*

*

Preparing the hardware and software components (refer to Section  2).

Setting up the co  mmunication environment which includes LAN configuration,
Communication Server , validation of proper operation of the Comm unic ation Center
using the GPRS Unit Simulator Software (refer to Sections 3.3)

Setting up the Cello Track Nano unit Error! Reference source not found.

Programming the communication parameters of the CelloTrack Nano unit allowing
communication between the Comm unication Center and the unit (refer to
Section 3.5).

Acceptance test to validat e that the evaluation environment is properly functioning
(referto section 3.6). That complete s the normal evaluation environment set up

If the evaluation also requires SMS communication, the instruction for setting up the
SMS Manager can be found in section 3.7.

Setting up the Communications Environment

General

The following section  explains how to install and configure the network and the evaluation
hardware and applications in order to communicate with the Cellocator unit using any of
the available communication platforms: GPRS (UDP and TCP), or SMS.

CelloTrack Nano Evaluation Suite Manual Page 16 of 64
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3.2.2  Network Configuration
The following diagram illustrates how the CelloTrack Nano 20 works.

The CelloTrack Nano 20 is based on a multi -GNSS (GPS and GLONASS Hybrid positioning )
engine for accurate positioning. The Nano communicates with up to 16 paired MultiSense
devices via Short Range Low Energy Wireless Communication technology and

communicates with the backend via Cellocator's enhanced OTA protocol ove r cellular

networks (2G/3G).

GLONASS

N\ /

CelloTrack Nano . BLE

y & MultiSense

Remote Management

Figure 4: CelloTrack Nano 20 System Communications

3.3 Getting Started with the Cellocator Evaluation Suite

This section describes the process of installing the Cellocator Evaluation Suite  with the
default settings; for a full description of the installation process and the options available,
refer to Section 4.2.

For information about the various applications that are installed with the Evaluation Suite
refer to the relevant sections later in this document.

CelloTrack Nano Evaluation Suite Manual Page 17 of 64
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3.3.1 Evaluation Suite Installation

To install the Evaluation Suite:

NOTE S:

- If a previous version of the Evaluation Suite has been installed, it must be removed
before proceeding with the steps below. Similarly, if you have a ve rsion of the Full
Package installed, remove it before proceeding.

- Validate that Microsoft. NET v4.0 is installed.

1. Double -click the Evaluation suite setup [ ver sion number] Installer Package file.
In the displayed Installation Wizard Welcome screen, click Next .

3. Select the relevant installation type:
1 Typical
1 Custom

1 Complete (Must choose this option for Nano )

4. Click Next . Note that if you selected Custom in the previous step, another screen is
displayed in which you can define the components to install.

5. Click Install . The installation process is then launched.
6. Upon successful completion of the installation, click Close to close the Installation Wizard.

NOTE: When the installation is complete, verify that no error messages were
generated, the installation folder has been created in the selected destination  , and
the Cellocator applications and debugging tools appear in the Start menu.

The next step is to activate each of the installed applications. Refer to the relevan t
section describing each application for further details.

3.3.2 Windows 7 andlater  Security Configuration

Note that this section is relevant only to Windows 7 or later
In order to be able to install Cellocator tools on Windows 7 or later , you need to have the
correct security privileges for the Program Files (x86)  path and sub -directories.

To define the correct security privileges on Windows 64bit:

1. From Windows Explorer, access your Computer directory. Right -click the Program
Files (x86)  folder and select Properties

CelloTrack Nano Evaluation Suite Manual Page 18 of 64
Copyright © 20 16 by Pointer Telocation, Ltd.



2.

3.

Edi tbétton.

CelloTrack Nano Evaluation Suite == ‘I
M a.n U al Cellocator Division
POINTER Pointer Telocation Ltd
[E=5 E=R
@O'|£~ » Computer » Local Disk (C) » ~ [ 4 | search Locat Disk (C:) 2|
QOrganize ~ 7 Open Include in library = Share with = MNew folder ==~ 0 @
¢ Favorites MName : Date modified Type Size
P Desktop || e63656CT3hTedBEhIcF5edc 38828 08/03/201114:49  File folder
& Downloads | PerfLogs 14/07/2009 06:20 File folder
= Recent Places .. Program Files 08/03/2011 14:39 File folder
. Program Files (86) « folder
= Libraries ProgramData Gpen. i e folder
@ Documents . Users IO e folder
J’ Music . Windows Share with b |efolder
[E5] Pictures Restore previous versions
H Videos Include in library ,
- G Send to 3
Cut
€ Network Copy
Paste
Create shortcut
&) Delete
Properties
| Program Files (86) Date modified: 09/03/2011 14:08
"' File folder
Figure 5: Windows 64bit Properties
Click the Security tab andthenclick Advanced
| Program Files (x86) Properties
Security | Previous Versions
Object name:  C:\Program Files (8&)
Group or user names:
= ACREATOR OWNER -
82 SYSTEM (4
.:;?‘.Administlators (Win7Home X654 \Administrators)
22 1 loars ANR T e YA loars) S
< | [ | b
To change permissions, click Edit.
Pemissions for CREATOR
QWNER Allow Deny
Full cortrol ol
Madify
Read & execute E
List folder contents
Read i
Wit -
For special permissions or advanced settings,
click Advanced. =
Leam about access control and pemmissions
[ ok [ cCaneel || fpply
Figure 6: Windows Security Tab
In the Advanced Security Settings dialog, click the Owner tab and then click the

CelloTrack Nano Evaluation Suite Manual
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. Advanced Security Settings for Program Files (x86)

Permissions | Auditing | Owner | Effective Penﬂissions|

=)

You can take or assign ownership of this object if you have the required permissions or privileges.

Object name: C:A\Program Files (c86)

Current owner:

Administrators (Win 7HomeX64 \Administrators)|

Change ownerto:

Name

z. user (Win7Home X648 user)

Leam about object ownership

[ ok || Ccancel

Apply

Figure 7: Owner Tab

4. Click Other users or groups to show the full list of groups. Select the relevant group,
select the Replace owner on sub -containers and objects  checkbox, and click  Apply .

| Advanced Security Settings for Program Files (:B6)

Cwner

=)

You can take or assign ownership of this object if you have the reguired pemissions or privileges.

CObject name: C:\Program Files {<B6)

Curmrent awnier:

Administrators (Win7HomeX 64" Administrators)

Change gwnerto:

Name:

R%MITIiI"IiStIEtOI'S (Win7HomeX64 \Administrators)
z. user (Win 7HomeX 64 \user)

’ Other users or groups...

Replace owner on subcontainers and oblects:

Leam about object ownership

[ ok || cancd ||

Apply

Figure 8: Changing Group Owner Tab

5. Inthe displayed confirmation message, click OK. Then close all the open Properties

windows.
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6. Access the Properties dialog again (as in Step 1). Then select the relevant group

(Administrator

s in t he example below) and click Edit é .

7. Select the group (Administrators) and

i

| Program Files (x86) Properties

Securty | Previous Versions

x5

Object name:  C:“Program Files (x8&)

Group or user names:

#2 CREATOR OWNER

* 4 fdministrators (Win 7Home X64\Administrators)

12 | leare MAlinTHAmaYRAY loarst
4| i | »

52 5YSTEM |

Permissions for Administrators Allow Dery

To change permissions, click Edit.

Full control

Modify

Read & execute
List folder contents
Fead

Write

m

-

Leam about access control and permissions

For special pemissions or advanced settings,
click Advanced. =

[ ok || cance || sopy

Figure 9: Selecting the Relevant Group

selected in the  Allow permissions column.

ensure that the  Full Control

checkbox is

CelloTrack Nano Evaluation Suite Manual
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| Permissions for Program Files (x86)

Security

Object name:  C:\Program Files (<86)

Group or user names:

.EIJ.CF!EATOH OWMER

£2 SYSTEM

ELMministlatnrs (Win7HomeX64 Administrators)
'3{_ Users (Win7HomeX84" lsers)

82 Trusted nstaller

Pemissions for Administrators Allow

Full control

Modify

Read & execute
List folder contents
Read

Leam about access control and pemizsions

[ ok || Camesl ||

Loply

Figure 10: Defining Permissions

8. Click Apply and close all the open Properties windows.

Cellocator Division
Pointer Telocation Ltd
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3.4 Communication Center and GPRS Manager Setup

3.4.1 Communication Center Overview
The Cellocator Comm unication Center performs the following

+ Receive s, parse s and monitor s GPRS and SM S messages.
+ Sends commands through GPRS or SMS communications.

¢ Interrogate st he wunit in order to get the current | ocati
status (inputbs, oetdt)puts, GPS dat a

Receive s and monitor semer gency transmissions from the unit
Controlst he unitdés outputs.

Program st he uni tés behavior OTA (by changing the uni
¢ Upgrade s the unit's firmware

* * @

The Comm unication Center uses the GPRS Manager Module for GPRS communication  with
fleet applications.  In order to use SMS communication, configure the SMS Manager
(please refer to Section 3.7).

For further details on the Comm unication Center and its features, refer to Section 5.

3.4.2 Communication Center Activation and Setup

To set up the Communication Center and the GPRS Manager, perform the following steps:
To set up the Communication Center and GPRS Manager
1. Fromthe Start menu, g o to the Cellocator program folder and click Communication
Center .
Cellocator

~a Application Data
@ Cellocator Programmer
@ CM App x64
&% Communication Center
QF Communication Logger
&b CSA Unit Simulator x64
w= GSM GPRS Unit Simulator
(P PL COMPARISON
P Serial CSF STK Flasher
CAN tools
@ CAN Injector
.4 CAN USB Logger
E] FMS Transmitter

Figure 11: Cellocator Program Folder

2. Inthe displayed Select Hardware Type window, select the relevant type from the
dropdown list and click  OK.
in the CelloTrack Nano case, please choose the CelloTrack family:
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Communication Center Ver 3.2.0.20
Loading...
]
Hardware Type
CelloT rack family -
3. Thenthe Communication Center window is displayed , as shown below.
4 Communication Center (CelloTrack, Port 231) Ver 3.2.0.20 o @
File Communication Actions Help
Traffic Filter n
[ Filer =
Dir  Date Time Uit Channel Application  Mumerator  Type  Sub Types
i Header:
g CheckSur:
0 % h Send By Programming | Safety | Forward Data I Units List / Map | Fot|»

Figure 12: Communication Center Main Window

launched minimized in the

NOTE: The GPRS manager starts automatically and is

system tray , as shown h ere:

|<<q.}& 11:56

Page 24 of 64
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4. Double -click GPRS Manager in the system tray. The GPRS Manager window is
displayed .

+# GPRS Manager Plugin v2.0.0.2 o ] 4

| Fnovan Units I

¥ Forward Messages To Clients

|'I3F'FES Units Port

23 2 (e |

GPRS Manager Librany Wergion: 2.7.0.21

Figure 13: GPRS Manager Window

5. Inthe General Options tab ofthe GPRS Manager Plug-in window, as shown above,
enter the number of the listening port that will be used by the Communication Center
over both UDP/IP and TCP/IP. The default port is 231.

For further information about working with the Communication Center, refer to
Section 5.
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3.5 Programming the Communication Parameters of the Unit

3.5.1 Cell ocator Programmer Set Up and Configuration

The Cellocator Programmer is designed for wire communication s with the unit, via a serial
port. Itis mainly used for the initial configuration of auni t 6s beh aspdciallythea nd
communication setting

Config urable features are explained in the relevant  programming manual

The Cellocator Programmer is installed as part of the Full Installation Package. To
configure the Cellocator Programmer software, perform the following steps:

1. Make sure the Ignition switch o f the simulator is in the ON position.

2. Activate the Cellocator Programmer. The application opens with an empty
programming environment.

=T
File Edii Search Wiew Communication CAM ﬂalp|
D o2t z(2=(0(@ L8 BBye - o @
Address | ERCERIEC AEREE
Name [ Value [ Tupe [ Address | Units [ Size/Bit index | Modifie
1| | i
| \ | \ [ B /

Figure 14: Cellocator Programmer

3. Inthe File menu, click Open andchosethe PLfile,in accordance with the un
firmware and hardware. For additional information about the Cellocator Programmer,
referto the Programmer Operating Instructions

IMPORTANT : The unitodés PL file shoul dCdlocatod ovebsilemaded fr
accordance with the hardware and firmware used.
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m Programmer Ver 8.1.0.104 E@
Fle Edit Search “ew Communication CAM Help
D HE o k& ] F Qo REBWNES =
Address |09 MultiGense related global settings's j Go G T EZ = ﬂ =
BT hw_26_fw_34a_nana20) PL Name [ Value [ Tupe | Address [ Unis | SizesBit index [ b
[ 01 Communication and Configuration 8] Active sensors sampling relaxed timer 300 Decimal 2087 Seconds 2 2
2 D.istancg&Speed events |0) Active sensors sampling violating timer [=01] Drecimal 2083 Seconds 2 2
H 3 TimekTiip events .Q] MultiSense alert time filker 2 Decimal 2091 Minutes 1 2
EF 0.5 Inputs & Sensors Events ['] MultiSenze Open-Cloze door-window type-0 event 0 [Disable] Bitscript 2354 244 M
EI A:cc;a\erometer [j MultiSense Open-Close door-window type-11 event 0 [Dizable] Bitscript 2354 2/6 1
H h:n::c;lown [j MultiSense provigioning type-0 event 0 [Dizable] Bitscript 2354 2/0 M
Drientation change [j MthSfanse pravisioning type-11 event 0 [Dizable] Bitscript 2354 2/2 1
Arnbient Light Sensor Mana is master of several slave sensors enable 0 [Disable] Flag 2084 T M
Checkdin G’ Process [0 tags not in the list (0 [Disable] Flag 2024 5 N
ariion Q Prosimity & keep-alive transmission timer 300 Decimal 2085 Seconds 2 2
Start Slop alerts [j SR-RF Paiing time window 20 Bitscript 2353 Seconds 540 2
Panic Button
El- Tamper
: L Tilk tamper
& Temperature & Humidity
Mano accurate temperature sensor
Temperature & Humidity D ata Logger
[ 06 GeoFences
[)- 07 Power Events
Pawer Distiess
[l Pawer Events
Ignition Off Made
Mana wWaork-D
Power Thresholds Settings
[#]- 08 CellaTrack Family
- 09 MultiS ense related global settings
] n ] +
WCOM 36

4. In the Communication Menu chose

Cormmunicatian | D allas I Memu:ur_l.JI H/S "v"ersiu:unl

Figure 15: Selecting the PL

Configuration

Cancel |

Corrunication part: |4

2]

Baud Rate

|115200

[~

Urit bype: | Cella [4k]

[~ Usze Handshake

k1

Header: IM 2C

. The following screen is displayed.

X

Figure 16: Communication Settings Window

5. Inthe Communication Port

field select the port number used for communication with

the unit (4 in this example).
6. The baud rate should be set to 115200
7. The other fields should not be
8. Click OK.

modified .

for Cello , CR and CelloTrack T famil y members .
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9. Query the unit by clicking the B2 putton on the Programmer toolbar, or from the
Communications>Query unit menu option. The unit should respond with its ID
[ Information &J ]

@® Unit Number: 883139

¥ pardware version: 26 - CelloTrack nano 20 (Telit SE868-V2 GNSS)
Software version:  34d
Protocol version: 4
Modem type: Cinterion BG52-W

Available space: 1020 bytes
Home

Moving

GPS valid

ACK

Figure 17: Unit ID Information Window

352 Setting up the Unitdéds Communication Par amet
NOTE : In order to see the parameters as they appear in this manual , select the
View>Details menu option in the  Cellocator Programmer.

All Cellocator units require setting up the Fleet GPRS communication channel. | f the SMS
channel is required, it should be setup as well.

3.5.2.1 Fleet GPRS Communicati on Settings
The following procedure describes how to define the communication channel for fleet units
and the GPRS Manager.

1. Openthe 01 Communication and Configuration \Communication settings \GPRS
Settings \ Operational Server Support \ folder in the Cellocato  r programmer window and
insert at least the destination Server IP  (normally it will be the public IP of your
gateway) or its DNS name, APN name, provided by the SIM card supplier, Port of your
server (in Target Port field for TCP/IP communication).

2. If UDP/IP communication is being used, insert information for both ports (target and
sour ce).
NOTE: In some cases cellular operator S require username and password
authen tication .
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[€. Cellocator Programmer Ver 8.0.0.13 101 x|

File Edit Search “iew Communication CaAM ﬂelp‘

Nede|2a22(?(2|%(0|95L][2 Q2R BHz|] e
‘Address ID‘I Communication and ConfigurationCommunication settingsh\GPRS Settings\Dperationj Go ‘ G e ? ||E '_' ‘ ‘ & “ é
= hw_24_f_30b-30c_CeloEdge_Secta | | Name [ Value | [ &ddress | | Size/Bitindex | Modified Comme
El- D:I Eommunic.:atil?n and _EUNHQUTB| [ZA 8PN intermet A 0024 : 30 ‘wednesday January...  APM of
(- Communication settings [ Default target DMS Address [operati.. A 0940 1 ‘wiednesday Decem...  The Dk
G- COM port seftings B Default target IP Address [For GPRS] 212143168172 L 0042 4 Sunday July 1, 2007, storest
-+ Camm. Pemissions in Hot | 73 cppe ppp password A00SD s 24 Thursday October 2. GPRS |

- Comm. Permissions in Ro.

- Distrass Session configur @GPHS PPF uzemame A 0008 3 24 Wednesday January... GPRS |
£ GPRS Settings D) GPRS Self Port | C 00esB 2 Thursday October 2. Stores |
Acknaowledgs OTA .1_]] GPRS Target Port | [ O0BD 2 Thursday October 2., Stores |

: .1_]] Modem twpe code for Operational 5. 4 [TCPAP over... [ 0044 1 Monday December 1., Defines

Anti flooding
Maintenance Server !
Mazk IP Up
Operational
- GM5 Settingz
- wfake Up Messages
- GPS Callibration

- |rformative Parameters
[ InputstOutputs

- Modem & 51#

[#- Power Management

[+- Woice Call Settings

[#- 02 DigtancedSpeed events
[+ 03 TimekTrip events =
21 I _»l_I 2 | |
| | | | | [mcow® /
Figure 18: GPRS Settings Window

1 APN: a parameter provided by your GPRS vendor, specifying the name of the
GPRS Access point.

1 Default target DNS Address : a parameter specifying the name of the
communication server instead of its IP address. The DNS will be used for dial up
only if the IP address field of the corresponding server is set to zero (e.g.,
0.0.0.0).

91 Default target IP Address (For GPRS): the IP address of the communication
server listening to incoming traffic. As per the example provided in section 3.2.2 ,it
wil | be 62.213.132.172.

1 PPP username and password: some GPRS providers require  a username and
password to accomplish a dial up.

1 GPRS self port: used by the device to listen to the incoming traffic.

1 GPRS target port: the destination port to which the packets a re to be sent . For
TCP/IP communication only, the target port is used for storing the port of the
TCP/IP server.

1 Modem type code . selects between TCP/IP or UDP/IP communication type
(Default option is TCP).

1 SIMPIN: stores the PIN code of the SIM card. If the SIM PIN is required , itis very
important to program the unit BEFORE sliding the SIM card into the unit, otherwise
the SIMwill lockup. Note this parameter is | ocatedlunder

Communication and Configuration \Modem & SIM \SIM PIN\0O .
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3.5.2.2 SMS Settings

Open the 01 Communication and Configuration \Communication settings \SMS Settings \
folder and define the following parameters:

+ SMS Destination Address: the SMS number, used by the unit for sending active
SMS messages. Note that passive SMS mess ages (replies to commands) are sent to
the command sender.

¢ SMSCAddress: t he SMS number of the cellul ar plfovi der 08¢
empty the unit will use the default SMSC of the SIM.

3.5.2.3 Communication Priorities

Programmed GPRS or/and SMS communications can be enable d and disable d separately
on Home and Roam GSM network s. The SMS communication can be disabled completely
(incoming and outgoing SMS traffic) or be the active traffic only ( self -generated ). In this
case, the unit will reply to incoming SMS commands but will never try to actively generate

any SMS messages.
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3.6 Testing the Evaluation Set Up
3.6.1  Testing the Evaluation setup for CelloTrack Nano
Several seconds after the reset is performed at the end of the programm ing session, the
GSM LED (the right LED ) begins to flash slowly, indicating that the CelloTrack is activated
and registered to the  cellular network.
To test proper installation of the evaluation environment, activate the Panic alert by
pressing the right button for 2 seconds , and verify that a proper message appears in the
incoming message log section in the CommCenter window. This indicates that the
evaluation environment is installed properly.
3.7 Setting Up the SMS Manager
To evaluate the SMS service, please complete the Communication Center setup as
explained below.
3.7.1  Setting up the Terminal Modem
NOTES :
- The terminal modem is nec  essary only if SMS communication in re quired.
- Cellocator cannot commit to support other modems and will provide a terminal modem
upon request.
Cellocator curre ntly supports the  Enfora (SAG GSN 1208/1308) modem.
To set up the terminal modem, perform the following steps:
1. Slide in a PIN free SIM card into the terminal modem.
2. Pluginthe 9 -pin serial cable to the terminal modem and to the COM port of the PC.
3. Plugin the power connector and plug its power adapter into the power socket.
4. Verify that the LED on the modem indicates GSM registration
3.7.2  Configur ingthe Terminal Modem
1. In the Communication Center, click Communication>SMS Manager
x|
Enter the phone number
| +972525555555
0k I Cancel
Figure 19: Unit Phone Number Window
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2. Enter the cellular number of the SIM that is installed in the unit.
3. Click OK.
4. The SMS Manager window is displayed.

-loix]

¥

w207
W | GSM Signal Quality: N/A | &l Configuation | 97

Figure 20: SMS Manager Window
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Cellocator Evaluation Suite

4.1 Overview
The Cellocator Evaluation Suite includes all components and applications relevant for
evaluating any Cello unit , as listed below
+ Cellocator Programmer - enables you to program device parameters through the

serial port

+ Communication Center - monitors communication from t he CSA and MCGP protocols
+ Communication Logger T logs device internal serial communication
¢ GSM Unit Simulator - simulates (Fleet) unit MCGP communication
+ PL Comparison - used to compare two PLfiles
¢ Serial CSF STK Flasher - serial flasher that enables you to update the unit Firmware
This section describes the process of installing the Evaluation Suite; for information about
each of the various applications listed above |, refer to the relevant sections later in this
document.

4.2 Installing the Cellocator Evaluation Suite
To install the Evaluation Suite, follow the steps in the procedure below.
NOTE: If a previous version of the Evaluation Suite has been instal led, it must be
removed before proceeding with the steps below. Similarly, if you have a version of the
Full Package installed, remove it before proceeding.
1. Double-click the Evaluation suite setup [ ver sion number] Installer Package file.
2. Inthe displayed Installation Wizard Welcome screen, click Next .
3. Inthe displayed License Agreement screen, selectthe | accept the terms in the

License Agreement checkbox, and then click Next .

4. |Inthe displayed Choose Setup Type screen, s elect the relevant installation type:

1 Typical : This installation includes the Cellocator Programmer and Communication
Center.

1 Custom : This installation enables you to select the application s you want to install.
Recommended for advanced users only. When clicking Next , an additional screen
is displayed, via which you can select the relevant programs to install.

1 Complete : This installation includes all the applications and tools used for
evaluating any Cello unit.

5. Click Install . The installation process is then launched.
6. Upon successful completion of the installation, click Finish to close the Installation

Wizard.
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The following applications and tools are installed (note that if you selected the Custom
installation type in Step 4 , the list of programs will depend on those you selected)

Typical Complete

A Application Data A Application Data
A Cellocator Programmer
A

Communication Center CSA Server

CSA Unit Simulator

PL Comparison

D> > > D B> D B> >

Cellocator Programmer

Communication Center
Communication Logger

GSM GPRS Unit Simulator

Serial CSF STK Flasher

CAN tools (CAN Injector, CAN USB
Logger, and FMS Transmitter)

NOTE: When the installation is complete, verify that no error messages were

generated, the installation folder has been created in the selected destination (not e
that if you installed the 64 -bit package the CSA Server will be located under the
Program Files folder, and not Program Files (x86) ), and the applications and the

debugging tools appear in the Start menu, as shown below .

Cellocator
+a Application Data
_@ Cellocator Programmer
@ CM App x64
& Communication Center
ﬁ Communication Logger
Q CSA Unit Simulator x64
= GSM GPRS Unit Simulator
(& PL COMPARISON
¥ Serial CSF STK Flasher
CAN tools
@ CAN Injector
4 CAN USB Logger
Ej FMS Transmitter

Figure 21: Cellocator Program Folder  (Complete Install Type)

The next step is to activate each of the installed applications listed a
relevant section describing each application for further details.

bove. Refer to the

CelloTrack Nano Evaluation Suite Manual

Copyright © 20 16 by Pointer Telocation, Ltd.

Page 34 of 64




Vi CelloTrack Nano Evaluation Suite fn v
1)

Manual Cellocator Division
POINTER Pointer Telocation Ltd
4.2.1 Removing the Evaluation Suite
1. Double -click the Evaluation suite setup [ ver sion number] Installer Package file.
2. Inthe displayed Installation Wizard screen, select one of the following:
1 Change: Lets you change the way that features are installed. When selected, a

new screen is displayed via which you can select the features to install/disable.
1 Repair : This option reinstalls the Evaluation Suite.

1 Remove : Thisoption completely removes the Evaluation Suite from your
computer.

3. Click Repair / Remove , and then click Finish to complete the removal/repair process
and to exit the Installation Wizard.
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5 Communication Center

51 Overview

The Cellocator Comm unication Center applicati on is used for real time GPRS

communication and/or SMS communication with the Cello unit. This software provides  the
ability to:

+ Receive GPRS and SMS messages.

+ Send commands through GPRS or SMS communication.

+ Interrogate the unit in order to get current lo cation (on the Show Parameters page)

and unités status (inputs, out put s, GPS data etc)
¢ Receive emergency transmissions from the unit (in
¢ Operate unités outputs.
¢ Program unités behavior OTA (by changing unitds E
+ Forward dat a message from CommcCenter to a serial port on the unit and receive data

message from the serial port.
+ Control duration of time during which an ACK message is sent to unit.

5.2 Architecture

The following diagram shows the main Communication Center components and how they
work with the  Cellocator unit

Communication Center

SM Q- }\
P "~
% dll
GPRS manager 9

(Fleet Server) CM (CSAServer)
SMPP

SMS manager GSM Mo
(Fleet Server)

Internet

SMSC of GSM

4 Ve

GPRS

Figure 22: Communication Center Architecture
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5.2.1.1 GPRS Manager
The GPRS Manager is a set of functions and APIs which enable bi -directional
communication with Cellocator units through the MCGP OTA protocol, including
IP/Port/Socket management, monitoring and other management features.
5.2.1.2 SMS Gateway
The SMS Gateway application maintains and manages the SMS communication between
the Communication  Center and the Cellocator unit. It supports the in ternet SMPP protocol
or GSM modem allowing internet or cellular communication links to the unit, as shown in
the diagram above.
5.3 Communication Center Main Window
The Communication Center main window has three parts: Incoming messages log,
Decoded messages information, and a Control interface menu bar.
Q Communication Center (CelloTrack) Ver3.2.0.2 EE|@
File Communication Actions Help
Traffic Filter
- [ Filter [V] Filter Active
Dir Date Time Unit Channel Application  Numerator  Type Sub Types
Decoded
< Message
Information
Incoming
< Message
Log
i eader.
J Ehe:kSum:
SR =9 con e (Plogtamming iéélély Forward Data | Units Lisi ¢
i == dAB:flher:l’i{c;liur::S;d: Programming || Reflasher [ | Reservation Slot Contr0|
Multiple | 7 S : | CAN Interface
Figure 23: Communication Center Main Window
5.3.1  Incoming Messages Log
The log section of the main window displays a list of short entries about messages
received and the result of the transmissions (if a message was sent). Each incoming
message entry includes the type of message received and the source: GPRS Message
Type O r eceived from unit #XXXX or SMS Message Type 0 received from unit #XXXX
(where XXXX is the ID of the unit (in its decimal representation) that sent the message.
This window also displays various action results. In the case of a transmission from the
Communi cation Center to an end unit, an entry indicates the transmission results:
Command transmission terminated with error level XXX (when XXX is the transmission
result code given by the ComsSrvr). For a complete list of transmission result code refer to
the Cellocator Wireless Protocol document.
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Below the Incoming Messages Log window, a Lock/Unlock button enables you to s top the
display of incoming messages (by clicking it to Lock). This can be especially useful when

there are lot of incoming messages and you want to catch a specific message, or group of
messages. To the right and left of the Lock/Unlock button are two arr ow buttons, which
enable you to change the selected message displayed.

In the Traffic Filter panel in the top left of the screen you can filter the incoming messages
according to the options selected ( Direction , UnitID , Channel ,and Application ).

Note that the  Application column  displays either Fleet or Safety , according to the
channel of communication. In addition, the ~ Sub Types column is only relevant to Safety
messages and displays a number which is a form of message type or ID.

Figure 24: Message Log Screen
You can also right -click on a message to perform the following:
+ Select a unit (all commands work on one selected unit)
¢ Copy the Hex string to your computer's clipboard
+ Process (decode the message)
.

Clear all messag es from the Incoming Messages Log window
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